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INTRODUCTION
Information and Communication Technologies (ICT) are rapidly changing the nature of social and political interactions around the world. The world is becoming more technologically driven, with advancements in information technology unleashing phenomenal growth in the economy. 
Notwithstanding this positive development, experts and drivers of information technologies have become more entrenched in their power because of their ability to control and manipulate every single bit of information from the most remote corners of the world through the power of IP addresses, powerful algorithms, and tools. While African countries have not been left behind in terms of the technological advances that are taking the world by storm, there is nonetheless a high propensity for abuses and violation of rights by those who wield the power of information technology. 
During critical periods like elections, social media has been weaponized by foreign and domestic actors to shape or sway public opinion and influence political decisions. Likewise, governments and regulatory authorities of sovereign countries, as well as individuals, engage in abuses through identity compromise and other violations.
Thus, in order to promote internet freedom in the countries covered by this report, it is imperative to understand what digital freedom entails, what the obstacles are, which stakeholders are most at risk, and what forms of abuse are being perpetrated by governments and other actors in violation of internet freedom and access to digital information.
INTERNET USAGE IN AFRICA
According to 2011 estimates, about 13.5 percent of the African population has internet access. Though Africa accounts for 15 percent of the world's population, only 6.2 percent of the world's internet subscribers are Africans.
Meanwhile, according to DataReportal, as of January 2022, the 10 African countries with the highest number of internet users, alongside their internet penetration rates, are Nigeria, Egypt, South Africa, Morocco, Ethiopia, Algeria, Kenya, Ghana, DRC Congo, and Tanzania. 
· Nigeria, with 109.2 million internet users, has an internet penetration rate of 51 percent of the total population.
· Egypt, with 75.66 million internet users, has an internet penetration rate of 71.9 percent of the total population.
· South Africa, with 41.19 million internet users, has an internet penetration rate of 68.2 percent of the total population.
· Morocco, with 31.59 million internet users, has an internet penetration rate of 84.1 percent of the total population.
· Ethiopia, with 29.83 million internet users, has a penetration rate of 25 percent of the total population.
· Algeria, with 27.28 million internet users, has an internet penetration rate of 60.6 percent of the total population.
· Kenya, with 23.35 million internet users, has an internet penetration rate of 42 percent of the total population.
· Ghana, with 16.99 million internet users, has an internet penetration rate of 53 percent of the total population.
· DR Congo, with 16.5 million internet users, has an internet penetration rate of 17.6 percent of the total population.
· Tanzania, with 15.6 million internet users, has an internet penetration rate of 25 percent of the total population.
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Number of Twitter Users in Africa in 2022, by Region 
According to Statistica.com, Northern Africa had the highest number of Twitter users in the African continent. Almost 8 million people had accounts on the platform. Western, Eastern, and Southern Africa followed with 6.3 million, 4 million, and 3.4 million, respectively. By contrast, Central (Middle) Africa only had around 550,000 Twitter accounts.
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Number of Facebook Users in Africa in 2022, by Region
As of July 2022, Northern Africa had the largest number of Facebook users, with Western, Eastern, and Central Africa following. About 104 million Facebook accounts on the social media platform were from Northern Africa. Western Africa and Eastern Africa had around 58 million and 43 million accounts, respectively, while Central Africa only had 16 million.

UNDERSTANDING DIGITAL RIGHTS
Broadly defined, digital rights simply refer to human rights in the digital era. Digital rights are often infringed upon in the process of access and usage of the internet and other information communication technologies. 
According to an essay on Coconet, “The simplest one-sentence reply to the question ‘What are digital rights?’ is ‘human rights in the digital environment,’ or ‘human rights that are enabled through technology and the internet.’” This definition is apt in its simplicity.
The report on Coconet notes further that, “the term digital is often conflated with online or the internet. But not everything digital is always connected to the internet. Biometric data, such as facial recognition and fingerprint checking at border crossings, is one example of how the digital may not be online or connected to the internet.”
In giving a more specific definition, researchers and digital rights advocates who participated in the Coconet Digital Rights Camp noted the following:
· Digital rights are the exercise of universal human rights in digital spaces.
· Digital rights are the right to express yourself in a safe, private, secure, and sustainable digital space.
· Digital rights are fundamental and inherited human rights that promote inclusion, equality, access to infrastructure, and information. Digital rights ensure control, autonomy, and agency of humans while protecting against the privatisation, monopolisation, and monetisation of humanity.
· Digital rights are fundamental human rights in the digital environment. It is about free speech or expression, association and assembly, access to internet devices, rights and access to information, access to platforms (i.e. Facebook, Twitter, and more), online safe space, security and safety, privacy and data protection, gender-responsiveness and anti-discrimination, and equality.
· Digital rights are a set of universal human rights that ensures everybody—regardless of their gender, age, race, sexuality, and more—has equal access to an open internet that is governed in an inclusive, accountable, and transparent manner to ensure peoples’ fundamental freedoms and rights.
· Digital rights are human rights online which allow access to information and freedom of expression in a safe space that respects privacy and security.
· Digital rights are human rights which are inherent for ICT (information and communications technology) users and non-users. They ensure access to equal rights to information, technology, and knowledge; being free from violence, surveillance, and discrimination; and respects privacy, autonomy and self-determination.
· Digital rights are human rights online that concern access, participation, data security, and privacy, with the human-centred values of dignity, respect, equality, justice, responsibility, consent, and environmental sustainability.
· Digital rights empower humans over companies and should encourage equal and just participation.
Generally, therefore, digital rights entail concern for who, where, and how information is used and kept, to allow the integrity of use while maintaining equal access and security of information shared through the internet. 
Since digital rights are the expression of the right to privacy, denial of digital rights infringes on freedom of expression and human dignity. To this extent, digital protection should be treated as a human right.
EXAMINING THE OPERATIONS OF DIGITAL RIGHTS IN THE CONTEXT OF A DIGITAL JUSTICE SYSTEM
Charting a digital justice framework that inculcates digital rights in the online space is important because this ensures the protection of citizens’ digital presence and digital data and information. 
According to a document by the Adecco Group,  “digital justice in the corrective sense concerns the rectification of data-driven harms that have already been done to an individual or a group. In its broadest sense, digital justice also deals with prevention, retroactive identification of harms, allocation of responsibility, and the identification of equitable pathways of redress.” 
In summary, it is, therefore, imperative to have an understanding of digital rights within the framework of a digital justice system. This would entail creating awareness for people of how technology is shaping their rights which could be under attack.
Alberto Giovanni Busetto, Group SVP, Head of Data and AI, Adecco Group, and member of the WEF Global Future Council on Data Policy 2021, noted that the essentials of digital justice should include the following: 
Access
· Digital justice ensures that all members of our community have equal access to media and technology, as producers as well as consumers.
· Digital justice provides multiple layers of communications infrastructure in order to ensure that every member of the community has access to life-saving emergency information.
· Digital justice values all different languages, dialects, and forms of communication.
Participation
· Digital justice prioritizes the participation of people who have been traditionally excluded from and attacked by media and technology.
· Digital justice advances our ability to tell our own stories, as individuals and as communities.
· Digital justice values non-digital forms of communication and fosters knowledge-sharing across generations.
· Digital justice demystifies technology to the point where we can not only use it, but create our own technologies and participate in the decisions that will shape communications infrastructure.
Common Ownership
· Digital justice fuels the creation of knowledge, tools, and technologies that are free and shared openly with the public.
· Digital justice promotes diverse business models for the control and distribution of information, including cooperative business models and municipal ownership.
Healthy Communities
· Digital justice provides spaces through which people can investigate community problems, generate solutions, create media, and organize together.
· Digital justice promotes alternative energy, recycling and salvaging technology, and using technology to promote environmental solutions.
· Digital justice advances community-based economic development by expanding technology access for small businesses, independent artists, and other entrepreneurs.
· Digital justice integrates media and technology into education to transform teaching and learning, to value multiple learning styles, and to expand the process of learning beyond the classroom and across the lifespan.
DIGITAL RIGHTS AND DIGITAL FREEDOM IN AFRICA: CASE STUDIES OF SEVEN AFRICAN COUNTRIES
This report briefly captures the conclusions regarding access to digital freedom in the targeted countries within this project Advancing digital justice in Africa: Strengthening convergence on the protection of citizens' rights to digital information.
This report also provides highlights of actions taken by stakeholders to raise awareness and active engagement, with recommendations that address gaps in country-specific situations.
1. Prevailing Situation in Benin Republic
Access to the internet by the majority of Beninese began in 1995, whereas restricted access and use of the internet for email services through the Benin Online Service System (BOSS) began a year earlier in 1994. The official launch into the internet in Benin in the mid-90s makes the country one of the pioneers of digital technology in Africa. The use of the internet is popular amongst the population, with impressive patronage by the public sector and professional groups. Notwithstanding, broadband services and digital solutions are not available to the majority of the population in the remote parts of the country. 
Findings
Access to ICT
Access to digital communication in Benin Republic is restricted by low internet penetration. The use of the internet amongst the population, estimated to be over 12 million, remains average, going by 2020 World Bank report of 25.8 percent internet penetration for the country.
Telecommunications service operation
Telecommunications operators in Benin Republic include MTN, Moov (Telecel), Libercom, BBCom (Bell Benin), Glo Mobile (Globacom), and others.
Laws and policies affecting internet freedom 
· Since the promulgation of the Digital Code in Benin Republic on 20 April 2018, a number of issues concerning freedom to access digital information have emerged. The revision of the Digital Code in December 2020 allows legislators to adjust the provisions. 
· The digital law currently restricts digital civic space and freedom of expression. Benineses are faced with serious challenges bordering on human rights abuses. 
· Benin has ratified numerous international treaties making respect for freedom of information mandatory, but human rights defenders, bloggers, and political actors have been intimidated, attacked, and prosecuted for using digital space to air their positions on national issues. 
Cases of digital injustice in Benin Republic
· Cases of digital injustice and unethical or arbitrary behavior in Benin Republic have increased with respect to the processing and transmission of digital information.
· Cybercrime has become widespread among young internet users with negative orientation. Large-scale purveyors of fetishism, hacking, and other forms of cybercrimes are prevalent in the digital space.
· The authorities use the fight against terrorism as a pretext to move and detain cyberactivists without due process. More journalists are being imprisoned without trial than ever before, sometimes accused of disseminating fake news via the digital space.
· The arbitrary tapping of mobile telephones by the authorities who exercise state security power to force mobile telephone operators to record conversations or messages of users without the user being informed or consenting.
· The telephone numbers of mobile subscribers are not protected and are therefore easily compromised by nefarious elements who defraud their victims.
· Confidential digital messaging is traced and tracked without notifying the sender.
· Social media accounts are often hacked, exposing users to unmitigated losses.
· Digital spaces are used to defame clergy, whose audio and video messages are distorted either to defame or defraud.
Summary and conclusion
Digital technology presents the challenges of widespread propagation of injustice, the violation of rights, and perpetration of criminal activities. While the challenge has a global dimension, the scale of threat in Benin Republic appears to be unprecedented. 
· Digital communication is no longer a free and open network, geared towards the sharing of knowledge, which some of its designers had dreamed of. 
· It has now become the medium of expression for a new form of injustice and digital crime. 
· Citizens’ right to digital information is increasingly endangered by criminality.
· Digital information freedom and the knowledge economy in Benin Republic is threatened by digital information regulators’ abuse of the end users.
Recommendations
· It is imperative to put in place appropriate mechanisms to promote digital justice.
· A network of active change agents is needed to champion the cause of digital information and to undertake process-led advocacy toward enhancing digital information freedom.
2. Prevailing Situation in Cameroon
Cameroon’s total population was 27.57 million in January 2022. Data show that Cameroon’s population increased by 683,000 (+2.5 percent) between 2021 and 2022. Fifty percent of Cameroon’s population is female and 50 percent is male. At the start of 2022, 58.7 percent of Cameroon’s population lived in urban centres; 41.3 percent lived in rural areas. A 2015 report by the World Wide Web Foundation indicates that in Cameroon, only 36 percent of women—compared to 45 percent of men—were internet users. The key factors inhibiting women’s access to the internet and digital devices in Cameroon included literacy levels, cost relative to income, access to devices, perceived relevance and usefulness, lack of time, and poor infrastructure. Toward addressing the digital gender divide, the National ICT Strategic Plan 2020 states among its objectives the need to “support the development of female skills in the field of ‘digital engineering,’ and to “support technological and scientific vocations for women.“ However, Cameroon, like other sub-Saharan states, still does not have independent data protection or privacy laws. Issues of data protection are represented in Law No. 96/06 of the Constitution, which guarantees the privacy of communications in its preamble, and in the 2010 Cybersecurity and Cybercrime law, which provides for the privacy of communications under Article 41. Digital rights, like other human rights in Cameroon, are protected under these laws.
Findings
Access to ICT
There were 10.05 million internet users in Cameroon in January 2022. Cameroon’s internet penetration rate stood at 36.5 percent of the total population at the start of 2022, and increased by 967,000 (+10.6 percent) between 2021 and 2022. Fixed internet connection speeds in Cameroon increased by 2.41 Mbps (+42.1 percent) during the same period. There were 4.55 million social media users in Cameroon in January 2022. The number of social media users in Cameroon at the start of 2022 was equivalent to 16.5 percent of the total population—but it’s important to note that social media users may not represent unique individuals. Data published in Meta’s advertising resources indicate that Facebook had 4.1 million users in Cameroon in early 2022, and that Instagram had 613,600 users in Cameroon in early 2022. The company’s revised audience numbers suggest that Facebook Messenger’s ad reach in Cameroon was equivalent to 2.9 percent of the total population at the start of the year. At the start of 2022, 40.1 percent of Facebook Messenger’s ad audience in Cameroon was female, while 59.9 percent was male. Figures published in LinkedIn’s advertising resources indicate that LinkedIn had 820,000 “members” in Cameroon in early 2022. Numbers published in Twitter’s advertising resources indicate that Twitter had 145,300 users in Cameroon in early 2022. Data from GSMA Intelligence shows that there were 21.69 million cellular mobile connections in Cameroon at the start of 2022. However, note that many people around the world make use of more than one mobile connection. For example, they might have one connection for personal use, and another one for work, so it’s not unusual for mobile connection figures to significantly exceed figures for total population. GSMA Intelligence’s numbers indicate that mobile connections in Cameroon were equivalent to 78.7 percent of the total population in January 2022. The number of mobile connections in Cameroon decreased by 255,000 (-1.2 percent) between 2021 and 2022. Whereas internet and mobile telephony have registered growth, access and affordability remain a challenge, especially among rural and poor communities. 
Telecommunications service operation
Telecommunications companies that provide a range of digital services in Cameroon include MTN Cameroon, Orange Cameroon, Camtel, Cameroon Mobile Telecommunications (CMT), Pastel, Camnet, MTN Network Solutions, Matrix Telecoms, Ringo, Nexttel Cameroon (Viettel), and YooMee.
Laws and policies affecting internet freedom
· The Constitution of the Republic of Cameroon provides for freedom of expression, freedom of the press, and freedom of communication. In relation to these freedoms, there are also laws such as Nos. 98/014, 2010/013, 010/012, and 2011/012, which govern telecommunications, e-communications, e-commerce, and consumer protection, respectively. 
· The 2010 e-Communications law (Article 4) recognises that every citizen “has the right to benefit from electronic communications services.” The same law establishes a Universal Service Access Fund, aimed at ensuring equal, quality, and affordable access to services (Articles 27–29). 
· The Republic of Cameroon also adheres to the electronic regulating laws put in place in the Central African subregion by the Economic Community of the Central African States (ECCAS-CEMAC): Regulation No. 21/08-UEAC-13-CM-18 of 19 December 2008 on the Harmonisation of Regulations and Regulatory Policies on Electronic Communications in CEMAC Member States. In 2016, Cameroon launched a Strategic Digital Plan called “Digital Cameroon by 2020,“ which highlighted the actions to be carried out and appropriate measures to develop ICT uses for the emergence of the digital economy in Cameroon. The plan focused on defining strategic areas, actions, and priorities with great impact on the digital development of the territory, enhancing the use of ICT services, the use of the digital space in fighting against poverty by creating jobs, and increasing the national economic growth rate. The plan has not been implemented. The President of the Republic of Cameroon was authorized by Law No. 2022/002 of 27 April 2022 to proceed with Cameroon's accession to the Budapest Convention on Cybercrime—the sole legally binding international multilateral treaty on cybercrime. This accession was proclaimed in Decree No. 2022/169 of 23 May 2022.
Timeline of digital regulation in Cameroon 
· 2001—E-government web portal is set up at the services of the Prime Minister. 
· 2010—Universal Telecom Service Law opens phone and internet access to poorly covered regions.
· 2010—Cybercrime and Cybersecurity Law establishes fines and imprisonment for anyone unable to prove the veracity of online posts.
· 2013—Compulsory biometric ID to address election irregularities is instituted.
· 2014—A third mobile phone provider is introduced.
· 2015—Mandatory SIM registration reduces privacy.
· 2015–2016—Introduction of 3G and 4G provides open access to online info and communications.
· 2016—Digital Cameroon 2020 strategic plan is made public.022—Accession to Budapest Convention on Cybercrime is proclaimed.
Cases of digital injustice in Cameroon
· The context in Cameroon got complicated with the advent of the “Anglophone crisis” in the northwest and southwest regions of the country. Since the leadership of the activist base is diasporic, there has also been an online war accompanied by the rise of hate speech in Cameroon. The use of virtual private networks (VPNs) helped to spread that hate speech notwithstanding advocacy in Cameroon for digital rights. There is also the campaign against hate speech, which almost always gives the government reason to shutdown the internet Cameroonian government’s record of human rights abuses means protection of digital rights is critical . 
· Cameroon has become a digital rights abuse country. In 2017, the government ordered a 93-day shutdown of the internet in the country and followed that with a 250-day internet shutdown in the conflict-torn Northwest and Southwest regions of the country. Since then, the government has done sporadic shutdowns but never on that scale again. Some digital rightscases are as follows:
2017—Two major internet shutdowns: 93 days for the whole country and 250 days in 2 regions. 
2017—Rise in use of VPNs.
2017—#bringbackourinternet campaign gains international traction forces reopening of internet.
2018—Throttling of bandwidth during electoral process.
2019—Tax imposed on international app downloads.
2019—Increased transfer charge on digital/phone financial transactions.
2020—Government requests shutdown of#BringBackOurRice hashtag.
2021—Mobile access to Twitter blocked for ten days because of protests.
Summary and conclusion
· Activists in Cameroon have been working on advocacy plans for a digital rights bill for Cameroon, which, if implemented, would ensure that the digital rights of Cameroonians are protected. There are indications that after signing the Budapest Convention, the country is preparing a privacy bill that will contain provisions on collection, processing, transmitting, storage, and use of data. However, the major challenge to digital rights in Cameroon is the authorities’ tight grip on information circulation, both online and offline. International observers have noted major infractions of freedom of speech, freedom of association, and the freedom of the press, despite Cameroon being a signatory to many human rights treaties. 
· Abuses against ordinary citizens, and especially against writers and journalists, create an environment in which using electronic or traditional media to voice dissenting opinions can come with a high cost. Although the Cameroon government does not have a monopoly on telecoms, its high level of control over all providers restricts meaningful competition that might bring down prices.
·  The government has failed to achieve the aspirations in its 2016 Strategic Plan for a Digital Cameroon by 2020 and has in some ways taken backwards steps by bandwidth throttling and internet shutdowns. A coalition of civil society organizations instituted a case against the Cameroonian government for the 93-day internet shutdown the country experienced between January and April 2017. 
· An initiative, #defyhatenow, has through various trainings introduced the Social Media Hate Speech Mitigation Field Guide. This is a guide for community leaders, grassroots associations, civil society organizations, and influencers. It aims to educate and mitigate targeted online hate speech and induced conflict within and outside affected regions in Cameroon. The guide offers tools and strategies that can be used by peacebuilders and entire communities to engage in peacebuilding activities online and offline in Cameroon. It includes training materials and workshop resources to raise awareness, develop counter-narratives, and mitigate violence related to online hate speech. 
· Cameroon’s government has professed its intention to leverage the digital economy for sustainable development and to establish an enabling legal and regulatory framework. Efforts are thus necessary to ensure a digital environment that is both open and accessible to all, that upholds users’ safety and security, and that guarantees constitutional rights. 
· The rise of technology innovators and app developers is making Cameroon a future tech country, creating an opportunity for local initiatives in what have been reserved spaces up to now. Between 2015 and 2018, the city of Buea at the foot of Mount Cameroon became known as the Silicon Mountain due to a high number of app developers and coders. The Buea Tech ecosystem organises the annual Silicon Mountain conference, popularly referred to as #SMConf, which brings together over 500 like-minded creatives and hackers from the mountain area and around Africa for two days of sessions, labs, and speakers. It features tech talks, design, and code labs. The Silicon Mountain Conference has the following divisions: creativity workshops, panel discussions, a community pavilion, and start-up booths. It is hoped that Silicon Mountain will drive the digital future in Cameroon and Africa.
· There has been increasing engagement by religious leaders geared towards protection of human rights as well as access to digital rights.
· National and international advocacy has been intensified to pressure the government to prioritise citizens’ access to fast, affordable internet.
Recommendations
· There is the need to strengthen the legal framework with implementation guidelines to ensure enforcement, compliance monitoring, and accountability.
· There is the need to adopt specific laws on privacy and data protection to guarantee the principles of anonymity and consent, and to bring those areas in line with international best practice.
· Civil society should play an active role in policy consultative processes and citizen sensitisation on digital rights and literacy. 
· There is a need for national storage and control of information.
· There is need for advocacy toward inclusion on access to digital information to reflect gender, cultural and linguistic diversity.
· There is also need for advocacy against hate speech and communication that fosters a climate of prejudice and intolerance, misinformation, and disinformation, as they are ingredients for violence and conflicts.
3. Prevailing Situation in DRC
Findings
Access to ICT
According to datareportal.com, there were 16.5 million internet users in the DRC in January 2022. The DRC’s internet penetration rate stood at 17.6 percent of the total population at the start of 2022. However, an analysis carried out by Kepios indicates that internet users in the DRC increased by 3.3 million (+25.4 percent) between 2021 and 2022. For perspective, these user figures reveal that 77.29 million people in the DRC did not use the internet at the start of 2022, meaning that 82.4 percent of the population remained offline at the beginning of the year.
Telecommunications service operation
· Five major telecommunications service operators exist in DRC: Vodacom, Airtel, Orange, Africell, and Standard Telecom. Most of these service providers deploy 3G connectivity.
· There are 53 internet service providers throughout the country as of 2016 (figures have  yet to be updated).
· An average of US$2 is required to activate daily internet data packages, while at least US$10 is required for monthly data packages.
Laws and policies affecting internet freedom
· Absence of laws dealing with challenges of internet freedom.
· Framework Law No. 013/2002 on Telecommunications 12 and Law 014/2002 establishing the Regulatory Authority 13 are the main laws concerning internet freedoms in the DRC. They contain provisions on privacy online, data protection, and surveillance.
· Law 14/2002, establishing the Post and Telecommunications Regulatory Authority of Congo (ARPTC), grants the government—specifically, the legislature—the right to "carry out on-site visits, carry out investigations and collect all necessary data” from telecommunications service providers. This law authorizes the government to “collect all data required" from the telecommunications companies.
· The DRC does not have a specific law on data protection apart from article 21(b) of the framework law 013/2002, which only provides that telecom operators are subject to a certain confidentiality and neutrality with regard to the content of the messages exchanged by their customers.
· Arbitrary use of internet shutdowns to stifle political dissent.
· The Congolese government has ordered the blocking of certain websites. For example, www.descwondo.org and www.vacradio.com, which are considered to be critical of the government and owned by individuals sympathetic to the opposition were reportedly blocked in March 2016.
· Arbitrary monitoring of online users with the help of telecommunication service providers and internet service providers.
Cases of digital injustice in the DRC
On 19 January 2015, the government ordered telecommunications companies to suspend all internet and short message service (SMS).
Summary and conclusion
· The absence of sufficient and up-to-date legislation to deal with an ever-changing digital landscape in the DRC has led to repeated violations of internet freedom and the criminalization of internet use, even though only less than 5 percent of the population uses the internet. 
· The situation presents a threat to realising the potential of internet use in the country. 
· Internet users come online with pre-established negative perceptions that could contribute to self-censorship and ultimately limit their use of the internet for free expression and civic participation.
· The prevailing situation highlights the need for new progressive legislation that encourages internet use and guarantees protection for the rights of citizens rather than criminalizing the use of digital technologies.
Recommendations
· Civil society stakeholders, including faith-based organisations, should devote sufficient time and resources into educating citizens on their rights, responsibilities, and consciousness regarding the use of the internet, as well as enhancing digital understanding. Conscious citizenry will guarantee protection of online data, devices, and anonymity, including protection against security breaches.
· Provincial and national parliaments should work with other stakeholders, including civil society, internet users, the private sector, academia, and the media to review and amend laws that limit and restrict the right of citizens to privacy, assembly, expression, and access to information.
· The media should stimulate debates on internet freedom and how existing legislation limits the potential of an inclusive knowledge society in the country in the age of information technology.
· The government should build infrastructure to facilitate access to digital communication, particularly in rural areas, in recognition and support of the role that information and communication technologies and the internet play as triggers of the country’s socio-economic development.
· Operators of telecommunications services and internet access providers should adapt a mode of services comparable to the standard obtainable in other countries of the subregion, particularly in relation to service charges and duration of internet usage.
· The international community, including human rights groups and development agencies, should support initiatives that improve access to affordable and reliable ICT services as well as providing capacity-building skills and knowledge acquisition for youth, civil society, and women.
4. Prevailing Situation in Kenya
The 2007 post-election violence in Kenya and the subsequent sharing of information saw a surge in the uptake of digital services. There has been significant rise in digital hubs such as iHub and others, earning Kenya the reputation of being the “silicon savannah.” This was attributed to the uptake of mobile money, a global crowdsourcing app, the tech incubator model, and a genuine government commitment to ICT policy. This was back in 2015 when a start-up boom in Kenya promised to deliver homegrown solutions to problems and alleviate the unemployment situation. The lack of awareness or shared vision of the future of the start-up space led to a stall. The COVID era triggered a sharp rise in access to technology so that people could work from home. As a result, enormous amounts of information were created for e-commerce, digital church services, digital learning, content generation, and COVID vaccine information, among others. In 2021, four major tech giants—Amazon Web Services (AWS), Microsoft, Google, and Visa—set up sizeable offices in Kenya
The growth has been attributed to a combination of factors: for example, government efforts to promote the use of technology in the basic institutions of learning (including the laptop project for schools); the increase in power connectivity as well as solar panels; the declining cost of technology; and the increase in digital literacy. Kenya has experienced growth in technology impacting the way data is generated, processed, stored, and accessed. The country's ICT policy recognises the importance of accessing information digitally and the role of safeguarding it. The ever-growing computing and communication technologies are collecting and transmitting copious amounts of data. However, challenges with regard to access to information and the unregulated and arbitrary use of personal data are increasingly critical areas of potential human rights abuses. Rapid technological developments go some way toward strengthening early warning systems for preventative action, including the detection of hate speech and deployment of targeted speech campaigns to mitigate offline harms. Despite this, there are still those who have used these technologies to exploit vulnerabilities and consequently exacerbate underlying grievances.
Findings
Access to ICT
As of 2019, 88 percent of Kenyans had access to mobile phones, which is about 20 million phones. (Another source indicates that 98 percent have mobile phones, 48 percent of which are connected to the internet). In 2017, the Kenya National Bureau of Statistics (KNBS) reported that internet subscription rates grew from 29.6 percent to 41.1 percent of the population. The growth of digital technology and data in the COVID era was phenomenal. According to Safaricom, the leading mobile phone service provider in Kenya, internet penetration has grown enormously. In 2021 alone, the company’s fibre optic footprint grew by 12 percent, residential homes connected to fibre networks increased by 45 percent, 14 percent more enterprises were connected to the internet, and the customer base grew by 12 percent to 39.9 million Kenyans. Their mobile money business (M-Pesa) grew its customer base by 14 percent to 28 million. Airtel and Telecom are similar service providers that reported an upward trend. This is mainly attributable to the stay-at-home order during the pandemic which forced companies and organizations to find ways for their staffs to work from home. 
Telecommunications service operation
There are no fewer than 19 telecommunication companies in Kenya providing modern digital services. These include Aitel Networks Kenya, Telkom Kenya, Vodacom Group, and ZTE Kenya.
Laws and policies affecting internet freedom
· Access to information and digital rights increased following the promulgation of the Constitution of Kenya, 2010. The centrality of each garnered unprecedented public attention following the enactment of relevant laws. 
· The enactment of the Access to Information Act, 2016, and the Data Protection Act, 2019, aimed to safeguard the right to privacy and information access. Among other things, the National Integrated Identity Management System (NIIMS) was established to be the only source of personal information for all Kenyans as well as foreigners in Kenya. However, a section of the Kenyan public filed a suit expressing strong reservations on the security of their data. With the court yet to decide on the matter, the Data Protection Act No. 24 of 2019 was enacted to enforce privacy rights through the Office of the Data Protection Commissioner.
· The Data Protection Act regulates the processing of personal data and provides for the rights of data subjects and obligations of data controllers and processors. Data controllers are defined as the persons or entities that determine the purpose and means of the processing of personal data, while data processors are the persons or entities that process data on behalf of the data controller. The act also provides for the rights of data subjects, including rights of access to personal data and correction or deletion of misleading data. It details the procedures for rectification and erasure of personal data. Lastly, the act has an enforcement section that, among other provisions, establishes a procedure for complaints and offences for unlawful disclosure of data. The underlying objectives of the act include, inter alia, regulating the processing of personal data, protecting the privacy of individuals, establishing a legal and institutional mechanism to protect personal data, and providing data subjects with rights and remedies to protect their personal data.
· There is also the Computer Misuse and Cybercrimes Act No. 5 of 2018, which deals with offences relating to computer systems, enabling timely and effective detection, prevention, responsive investigation, and prohibition of computer and cybercrimes, and facilitating international cooperation in dealing with computer and cybercrime matters. The law addresses offences such as cyber espionage, computer forgery, computer fraud, false publication, child pornography, cybersquatting, phishing, identify theft, and cyber terrorism, among others. A major shortcoming of this law is that instead of emphasising crimes found in cyberspace and those crimes related to internet systems, transactions, and communications, the act goes above and beyond to deal with free speech. 
Cases of digital injustice in Kenya
Despite the safeguards and the law, there have been numerous reports of abuses of human rights in Kenyan digital space. The abuse is both by local and international perpetrators. Some examples: 
· Case Study 1: Huduma Namba
State-led efforts at data collection have been intense, including the Huduma Namba initiative to create a centralised database of citizen information and supplant the national ID cards envisioned in the Registration of Persons (Amendment) Act, 2019. The Huduma Namba initiative, abruptly announced in February 2019, was the culmination of a multi-year initiative to reform and then digitise identity systems in the country. The government estimated that the project would cost five to six million dollars and promised it would streamline service provision. Critics of this initiative pointed out that without a data protection law, the Huduma Namba project posed major human rights challenges, including hardening identity discrimination against minority groups and allowing for the unchecked collection, processing, and commercialization of citizen data.
The case of the Huduma Namba digital identity initiative points out the significant ways in which the government is failing to adhere to constitutional standards, creating a climate where trust in digital technology becomes increasingly elusive. The cabinet secretary for the interior abruptly announced in February 2019 that everyone over the age of 6 residing in Kenya had 30 days to register for the new digital ID system, but there was no effective public participation in the design or implementation plan for the initiative. Civil society leaders sued the government over the implementation of the programme, culminating in a stop order against the ministry.
· Case Study 2: Infringement on the Privacy of a Political Aspirant
This candidate was poised to be one of the favourites in the recently concluded presidential election in Kenya until a scandalous photo of him surfaced online. The photo quickly did the rounds and in no time at all his prospects ended. Was it a coincidence that this happened or was it a political witch hunt? The release of the photo and the subsequent publicity around it was all too calculated. The role of PR companies in using digital spaces to conduct smear campaigns to get ahead in elections is worth investigating. 
· Case Study 3: The Rise of the Online Church
The COVID-19 pandemic shifted the online presence of the local church from something nice to have to a necessity. This move was a crash course for many members of the clergy. The 2022 Kenyan election had the most significant participation from the church to date, with the Christianity of the candidates seemingly a determining factor. 
· Case Study 3: What YouTube Feeds are Feeding Kenyans (Africans) 
YouTube is one of the online apps that have revolutionised the way we consume media. Content creation on the platform has made anyone a media house. But Western content is disproportionately recommended over local content. The popular channel YouTube Shorts almost exclusively suggests content from the United States.
· Case Study 4: Twitter and Digital Rights
Twitter is to be commended for suspending hundreds of accounts implicated in Kenyan disinformation campaigns. However, there is an inherent risk of over-moderation in the current approach, which, in turn, risks undermining freedom of expression and other digital rights.
· Case Study 5: Credit Card Swindling
The case of the late Reverend Kania, a victim of COVID-19, is an example of credit card swindling. He lost his entire savings after he used his credit card to pay for health care services at a leading medical facility. His card credentials clearly landed in the wrong hands. Such cases, unfortunately, are numerous in Kenya and the culprits often go unpunished.
Summary and conclusion
Achieving digital rights remains unfinished business for Kenya and many African countries. Attaining a balance between state security, privacy, human rights, and data protection is a delicate balance even as legislation is put in place. Furthermore, as we have seen in many cases of digital rights abuse, it is not possible to legislate on issues of ethics and morality. A lot remains to be done, including in areas of digital space surveillance.
The unpredictable political situation in Kenya has both enabled and stifled digital rights. There is significant room for action by domestic and international actors to better protect these rights. While there is significant capacity in civil society in Kenya, particularly with the advent of specialist digital rights organisations, the lack of resources hampers their ability to effectively take on the state and the large multinational corporations that dominate the digital space in Africa. The government has frequently used legislation to try to curb online civic space, and notably avoids inviting meaningful public participation in contentious legislation. Owing to the government’s failure to consult the public and to respond adequately to social challenges, legislation in the digital space is frequently subject to litigation by interested parties. 
There are opportunities in Kenya for enhancing and advancing digital rights. These include:
· Technology spread and increased adoption of ICT in work and social places
There have been many changes in the technological space in the past decade, such as the convergence and integration of information and communication technologies, migration from analogue to digital TV broadcasting, and advances in mobile technology. These advances have improved the availability of reliable and affordable digital infrastructure, thereby increasing demand for technology and associated devices. This should lead to the spread of technology across the country, which may be accompanied by clamour for digital rights. 
· Increased participation of private entities
Data experts in the private sector have observed that there have been deliberate attempts by their organisations to make their content moderation policies better known to the public. Indeed, if private entities have fair and widely-known policies and they implement them judiciously, it might reduce the incentive for governments to enact laws and regulations to address challenges in the ICT industry. Safaricom, for instance, has been supporting initiatives that promote digital rights. Other private media owners have been speaking about licensing obligations and government practices that undermine privacy and freedom of expression while seeking to protect users’ data and align with initiatives that grow access, affordability, and innovative use of digital technology.
· Litigation on digital rights
Heightened interests in  digital rights litigation has opened the opportunity for promotion of these rights. As in the Huduma Namba case, the Nubian Rights Forum, the Kenya Human Rights Commission, the Kenya National Commission on Human Rights, Muslims for Human Rights, Haki Centre, the Law Society of Kenya, and InformAction have actively challenged the registration of personal data, alleging that this would stifle digital rights. This initiative not only contributes to safeguarding digital rights, but more importantly, through the litigation process, makes citizens aware of these rights.
· Prospects of advocacy
Civil society space continues to offer additional opportunities toward informing policy-making processes related to digital rights. Some civil society organisations have already begun conducting independent digital rights studies aimed at analysing the legal frameworks for digital rights and making proposals that would improve the existing laws and policies. Advocacy groups such as Kenya Privacy have been keen to explain the problems at hand and have succinctly suggested practical solutions.
· Digital safety and digital literacy
Embracing and adhering to safe digital practices could also promote digital rights. Poor digital security skills, which are widespread on social media, have enabled blackmail, extortion, and cyber-bullying. Increased digital security training, digital literacy campaigns, and use of tools of anonymization and circumvention would further promote digital rights. Civil society actors may leverage their networks to build mechanisms to support at-risk activists and critical users in a coordinated, multi-faceted manner that could include physical security support, legal support, improved awareness, and digital security support.
· Increased government support
Through the Ministry of ICT, opportunities for promoting and advancing digital rights have been created by strengthening existing institutions and assigning appropriate ICT priority areas. Opportunities have also been seen in developing, coordinating, and implementing both the ICT policy and the monitoring and evaluation framework across all sectors of the economy. This could ensure that the implementation of ICT programmes and projects effectively supports the social and economic sectors of the economy
Recommendations
· The citizenry needs to become aware of the range of rights on digital space as well as the laws in place to govern these rights.
· There is a need for harmonization of international laws to address the cross-border nature of most digital crimes.
· There is a need to improve how we understand and manage the online information environment around elections, especially in how we educate digital citizens and regulate the digital space.
· Stakeholders should collaborate more at the grassroots level in order to build individual confidence and skills to distinguish fact from fiction online. This would ultimately help to slow the spread of disinformation and its potential to result in offline harm. In the context of the Kenyan elections, this might mean bolstering the capacity of groups already promoting peaceful narratives online (such as UNESCO’s Social Media 4 Peace program) as well as building individual capacity to identify and reject false or misleading content encountered in the digital space.
· There is a need to develop a local-level understanding of how election-related disinformation campaigns can lead to offline violence in different contexts. A deeper appreciation of the link between the spread of rumors and the outbreak of violence is said to have helped prevent the recurrence of massacres in some regions of Kenya.
· There is a need for stakeholders to ensure that robust measures are in place to verify content in real-time and minimize the spread of election-related disinformation. This ultimately requires greater investment in local capacity and expertise (for example, in vernacular languages) to moderate trends and content where elections are scheduled and the risk of mass atrocity is high.
· There is a need to move away from reactive, content-based regulation to a more preventative, systems-based approach. Indeed, “fake news” legislation is commonly manipulated to target individuals for content deemed politically sensitive or critical of the government. On the other hand, with a systems-based approach, governments with existing capacity and experience in countering online disinformation could share resources and personnel through bilateral or multilateral arrangements. 
· Civil society (including academia, the media, non-governmental organizations, and faith-based institutions) should engage at the grassroots level to ensure inclusive engagement of frameworks for intervention and protection of digital rights.
· Social media platforms like Twitter and Big Tech firms like Meta should invest in developing local capacity and expertise in demanding transparency for data protection, particularly since not all disinformation may be detected by artificial intelligence or by moderators unfamiliar with the nuances on the ground. 
5. Prevailing Situation in Liberia
Over two decades ago, the internet was an elite political commodity administered by the Charles Taylor regime through one of his party’s stalwarts. In the late 1990s, Data Technology Solution (Data Tech) offered Liberia’s lone low-speed internet service at a café for US$10 per hour. Later Data Tech expanded through community-based service providers. In the wake of the UN peacekeeping mission in 2003, internet services gradually expanded in strength and coverage through the fiber optics cable that gradually made internet services affordable and inclusive for the urban population. During the regime of Ellen Johnson Sirleaf, Africa’s first female president, internet usage increased and charges dropped to as little as $1 per 1GB. It began as a costly commodity in 2018, when the government under President George Weah increased charges on data and voice calls to raise revenue. This was in response to the economic downturn caused by the closure of the UN mission in Liberia. 
Findings
Access to ICT
Access to the internet for digital communication has improved, but is still costly for ordinary people. Liberia has a population of over 5 million; it is believed that more than 1 million, or 22 percent, are internet users. Likely because of the high cost and, 78 percent of internet users remained offline at the beginning of 2022. In 2021, internet speed increased up to 48 percent. Internet affordability offers the possibility of decentralizing government functions and improving its effectiveness in a country that still faces challenges in its road network. Urban communities, especially Monrovia, enjoy better internet services compared to the rural parts. Decentralized internet access for all in a country that is small in size and population would improve the living conditions of the people, including their health services. 
Telecommunications service operation
Digital telecommunications operators in Libera include LCT Mobile (Liberia Telecommunications), MTN Liberia, Cellcom, LiberCell, Globacom, and West Africa Telecom. Internet services in Liberia are provided from series wireless ISPs and mobile operators. 
Laws and policies affecting internet freedom
· Two public entities that govern the telecommunications sector of Liberia are the Ministry of Post and Telecommunications, which formulates policy, and the Liberia Telecommunication Authority (LTA), which regulates the  sector of Liberia that includes internet and electronic media. 
· A comprehensive law on digital rights is yet to evolve in Liberia to guide and protect freedom of information via the internet. The country enacted a free public information law in 2019, which basically addresses access to public information. However, the law falls short of the emerging digital coverage in the country. 
· In the Information and Communications Technology Policy released in 2019, the government expressed its determination to support economic development via fully integrated ICT that includes all in Liberia. This ties into the ICT policy of ECOWAS, which impacts economic growth in the region.
Cases of digital injustice in Liberia
· A report on the state of the internet in Liberia published in 2021 revealed the prospects and challenges of digital rights in the following terms:  The right to privacy as provided by the Panel code (law) of Liberia is discriminatory to digital rights, specifically regarding privacy. The cybercrimes bill has definite terms for privacy in both physical and virtual contexts. 
· In June 2019, the government of Liberia shut down internet services in the country in response to overwhelming anti-government protest actions. The government’s response infringed on the access and use of internet services.
· In March 2021, Mohammed Ali, the secretary general of the Opposition Unity Party, was arrested for a Facebook post linked to an arson attack on the election commission offices and one of the justices of the highest court, An anti-government activist who used social media and an FM radio station in Monrovia was barred from broadcasting on FM channels in the country after the government declared him being a fugitive. He was accused of using improper documents to travel from Ghana to Liberia, his home country. His internet broadcast has experienced a serious decline in viewership after his radio station was ransacked and shut down by government security forces. 
Summary and conclusion
· Online learning is meeting challenges in Liberia because of its prohibitive cost. At the University of Liberia, the biggest state highest education facility in the country, online classes have turned out to be a big failure.
·  Liberia does not have a data protection law that would cover personal data collection and usage, even though since 2016, the government has conducted national identification exercises that entail personal data collection and storage, in addition to biometric passports and driver’s licenses. 
· The Press Union of Liberia and other civil society organizations held nationwide consultations for the formulation of a data protection bill to be presented to the legislature. The latest actions leading to the passage of such a law are not known. 
· Civil society organizations have been working slowly with the Ministry of Post and Telecommunication to draft and submit to the legislature/parliament bills on digital rights. From 2017 to 2019, attempts were made by the Ministry of Post and Telecommunication to propose a cybercrimes bill, which has yet to be passed into law. Critics say the bill does not address privacy and protection and is instead limited to broad-based issues such as cyberterrorism, child pornography, and racist and xenophobic offenses. 
Recommendations
· There is a need for civil society groups and critical stakeholders to advocate for the reduction of internet tariff to enable students to succeed in their learning endeavors. 
· There is an urgent need for data protection and cybercrime laws to safeguard digital rights and afford the country the economic benefits that internet brings.
· There is the need to repeal the privacy law to include digital justice most appropriately. 
6. Prevailing Situation in Nigeria
Nigeria is the most populous country in Africa, with a growing internet penetration of approximately registered 109 million active internet users as of January 2021. The country also has the largest ICT market in Africa, with over 80 percent of the continent’s telecommunication subscribers. Authorities in Nigeria have used the accusation of cyberstalking to harass and press charges against online journalists for expressing views unfavourable to the government. According to the 2016 and 2017 Freedom House reports on Nigeria, after the passage of the Cybercrime Act in 2015, internet freedom declined due to an unprecedented pattern of arrests and prosecutions against bloggers.  A number of Nigerian online journalists have been arrested and arraigned on allegations of cybercrime and terrorism-related offenses.
Findings
Access to ICT
The #ENDSARS protest against police brutality got global attention via social media, especially Twitter, which was used to drive citizen engagement and organisation to different protest locations in Nigeria, especially Lagos. After livestreaming the Nigerian army’s violent repression of peaceful protesters at Lekki toll gate in October 2020, and receiving death threats and molestation by agents of the government, Catherine Obianuju Udeh (DJ Switch) fled Nigeria. Digital media has become a major tool for driving citizen participation, particularly amongst the youth in the forthcoming electoral process in 2023. Despite the progress that has been made in terms of citizen engagement in the online space, there have been diverse attempts to prevent freedom of expression online. 
Telecommunications service operation
The major telecommunication service operators in Nigeria are MTN Nigeria, Artel Nigeria, Globacom, 9Mobile, and M-Tel. There are 188 internet service providers in Nigeria, including several others players in the digital information sector. 
Laws and policies affecting internet freedom
· The National Information Technology Development Agency (NITDA) issued a Code of Practice for Interactive Computer Service Platforms/Internet Intermediaries and Conditions for Operating in Nigeria. This code, according to various civic society organisations, is an attempt to regulate social media through the back door. NITDA is pushing the narrative that it is trying to protect the human rights of citizens, but the content of the code says otherwise. 
· Section 24 of the Cybercrime Act 2015 muzzles freedom of expression online. It was signed into law by the former president, Goodluck Jonathan, on 15 May 2015. It addresses offensive and annoying statements on the internet. The section talks about cyberstalking and prescribes punishment of a fine ranging between NGN 7 and 25 million, as well as imprisonment of between 1 and 10 years, depending on the severity of the offense. In March 2022, the Economic Community of West African States (ECOWAS) Court of Justice ordered the Nigerian government to amend the controversial section. The court ruled that it “is not in conformity with Articles 9 of the African Charter on Human and Peoples’ Rights (ACHPR) and the International Covenant on Civil and Political Rights (ICCPR).”
· Laws and regulations governing the digital spaces in Nigeria include the following:
· Nigerian Communications Act 2003
· National Broadcasting Act, Cap. NII, Laws of the Federation (2004)
· National Identity Management Commission Act No. 23 of 2007
· National Information Technology Development Act (2007)
· Cybercrimes Act, 2015
· National Digital Economy Policy and Strategy (2020–23)
· International Mobile Equipment Identities (IMEI) Policy 2021
· National Cloud Computing Policy
· National Policy for the Promotion of Indigenous Content in the Nigerian Telecommunications Sector
· Revised National Digital Identity Policy
· National Policy on Very Small Aperture Terminal (VSAT) Installation Core Skills for Nigerians and the National Broadband Policy (2020–25)
Cases of digital injustice in Nigeria
The Nigerian government has attempted in many ways to stifle freedom of expression online. Unlike the mainstream media which is heavily regulated by laws like the Nigeria Broadcasting Code, the digital media space had become an avenue where active citizens can confidently question government policies and most times get a response from the government. The government responses include: 
· An Anti-social Media Bill was proposed by federal lawmakers on 5 November 2019. The proposal was, however, abandoned following outcry from citizens, media, and civil society actors. Nigerians saw the bill—allegedly plagiarized from Singapore—as an attempt to criminalize unsuspecting social media users.
· In the same vein, from 5 June 2021 to 13 January 2022, Twitter was banned in Nigeria after the company deleted tweets by the President and temporarily banned him from Twitter for warning people of the Southeast about the danger of a repeat of the 1967 Biafra Civil War due to activities of the Indigenous People of Biafra (IPOB) and Eastern Security Network (ESN). 
· In September 2021, the government also shut down telecom services in some northern states like Zamfara and Kaduna as part of “critical measures” to combat terrorism and banditry in the states. 
· Following the murder of a female student accused of blasphemy in Sokoto state in May 2022, the official Twitter handle of the Presidency indirectly blamed social media for the crime and immediately directed government agencies “to work with GSM providers and Tech companies to help contain the spread of false and inflammatory information through social media.” This statement implies that the Nigerian government is always looking for reasons to limit freedom of expression on social media. 
Summary and conclusion
Despite enacting the Nigerian Data Protection Regulation (NDPR) in 2015, Nigerians still suffer a lot of data breaches. 
· Digital loan banks sent so many threatening messages to borrowers, families, and friends that the federal government recently asked Google to remove four loan apps from its Play Store. The Nigerian government has also acquired multimillion-dollar digital surveillance equipment like the Pegasus spyware to target citizens, civic society, human rights defenders, and journalists in the guise of fighting terrorism and insecurity in the country. Despite this investment, the country continues to suffer terrorist attacks even in Abuja, the Federal Capital Territory of the nation.
· There has also been reported cyber-bullying of journalists, women, persons with disabilities, and human rights defenders, with little or no prosecution of perpetrators. 
· In November 2020, a famous Kannywood actress, Rahama Sadauh, was bullied and threatened online. 
Thus, this act has continued to embolden perpetrators, leaving victims to withdraw into their shells and limiting their freedom of expression online.
 
Recommendations 
· Enlightenment on digital rights and justice issues so that individuals know their rights and demand them.
· Review and amend existing laws and regulations governing the digital spaces in Nigeria in accord with global best practices for respecting the rights of individuals and groups.
· The Digital Rights and Freedom Bill should be passed and signed into law.
· The Cybercrime Act of 2015 should be repealed and re-enacted after a review of the sections that have been abused to stifle the rights of Nigerian citizens.
·  The NCC regulations should be reviewed to enforce judicial oversight and to accommodate a mandatory annual report that will be publicly accessible.
·  The Nigerian Data Protection Regulation (NDPR) should be officially published and put to work to improve the data protection practices of companies and institutions and to protect the rights of Nigerian citizens. 
· NDPR's prescribed penalties for violations must be applied to deter future violations.
·  Considering the poor public understanding of data privacy, public education about the privacy implications of applications and the internet must be intensified, so as to build a community of self-aware citizens who understand their digital rights and can demand them from companies, institutions, and the government.
· Most importantly, Nigeria's data protection law should authorise an independent data protection institution that will balance the state's need to gather and keep information about individuals with the rights of those individuals to be protected from unwarranted invasion of their privacy through the collection, maintenance, use, and disclosure of personal information. 
7. Prevailing situation in Togo
Togo is a coastal country in West Africa of about 56,000 square kilometres, with an estimated 7 million inhabitants. Togo is bordered to the north by Burkina Faso, to the east by Benin Republic, to the west by Ghana, and to the south by the Atlantic Ocean. Whereas the internet had already become a way of life with positive impacts on governance as well as stakeholders in the corporate and private sectors, the COVID-19 pandemic brought the significance of digital information in Togo into sharp focus. Places of worship, for example, effectively deployed digital services into connecting with faithful and conduct of activities. 
Findings
Access to ICT
Given the high cost of connectivity, internet access remains a luxury for the majority of Togolese. However, there are many Togolese who participate in what is considered a digital revolution, whose stakes are immense. These stakeholders include participants in Big Data, bitcoin, blockchain, civictech, hackathons, AI, open source, and urbanization projects. According to a survey carried out by the Regulatory Authority for Electronic Communications and Posts (ARCEP), there is a broad dissatisfaction among the majority of consumers related to high prices, poor quality, or sporadic services. Notwithstanding, most citizens in Togo are uninformed about their rights and responsibilities in the sphere of digital information.
Telecommunications service operation
The two operators that dominate the mobile telecommunications services in Togo are the Axian group and MoovAfrica from Maroc Telecom/Etisalat. The four internet service providers are Togocom (wired/fiber), Café Informatique (satellite), the Vivendi Africa Group, and Teolis (broadband via fiber).
Laws and policies affecting internet freedom
Although policies governing the digital sector proliferate, the interest of policymakers is essentially about adapting the policies of the state to the global digital situation rather than protection of the citizen. 
· In 2018, the Togolese parliament adopted a law on cybersecurity and against cybercrime and followed up with a law on personal data the following year. 
· With Law No. 2019-014 relating to the protection of personal data, Togo intends to regulate the collection, processing, transmission, storage, use, and protection of personal data. The policy aims to legalise the processing of personal data and prevent citizens from asserting fundamental right and freedom to digital information. 
· A law established the Personal Data Protection Body (IPDCP), aiming to encourage the use of multiple digital services without threat of infringement on personal data. 
· In addition, there is another law that creates the legal framework for biometric identification data. On the international front, Togo has signed the African Union Convention on Cybersecurity and Personal Data Protection (Malabo Convention).
Case of digital injustice in Togo
As noted in the 2021 report by Paradigm Initiative, during the 2017 elections, access to internet services was arbitrarily disrupted by the government. Operations of social media platforms like WhatsApp, Facebook, Messenger, and Telegram serviced by the two telecommunications operators (Togocom and Atlantic Telecom) were suspended, with restricted services allowed only on the Canal box networks of the Vivendi Africa Togo Group. This restriction targeted certain segments of the population—particularly youth, who have been most responsive to political protests. The Togolese government was condemned by the ECOWAS Court of Justice over this disruption and restriction of the internet.
Summary and conclusion
· Togo is one of the countries in the West African subregion that has dedicated a ministry for the administration of digital information. 
· Existing legal frameworks give positive indications regarding the protection of citizens' data and the fight against cybercrime.
· There are, however, glaring gaps to be addressed through legislation and advocacy to guarantee the freedom of citizens to digital information.
Recommendations 
· Stakeholders should intensify efforts to address the challenges of internet accessibility, prohibitive service charges, and poor connectivity, as well as quality and coverage of the network.
· Media literacy should be prioritised to encourage responsible use of digital information.
· Intensification of efforts to raise citizens understanding of digital rights.
· Further improvement of the legal framework, with additional policies on digital rights and freedoms.
SUMMARY OF FINDINGS ACROSS THE SEVEN COUNTRIES
Internet Access and Digital Safety amongst Selected Countries
Internet penetration is high in Kenya and Nigeria, which also have the most enhanced digital access and the best regulatory frameworks for digital security and safety amongst the seven countries. 
The creation of a ministry of digital information in countries like Nigeria and Togo is indicative of the recognition of the significance of the sector for social development and the economy. Notwithstanding this, prohibitions and disincentives limit internet access.  With their policy frameworks and regulations, Kenya and Nigeria offer prospects for shared experiences and lessons across the continent.  
Digital injustice remains a compelling challenge across the countries; its severity depends on the prevailing political order. It is evident that democracy does not automatically guarantee digital freedom unless citizens are organised to engage the system and demand freedom and justice.
Positive Lessons in Digital Rights, Access, and Justice
Digital laws in countries like Nigeria, Kenya, Togo, and Cameroon provide indicators to assess these countries’ commitments to the protection of rights to information and digital justice, as well as the level of institutional abuses that have arisen from the application of such laws.  The Nigerian Data Protection Regulation (NDPR), as well as the Kenyan Data Protection Act No. 24 of 2019, are notable examples that could provide useful lessons for activists and stakeholders in other countries on how to work against oppressive regulatory laws. Stakeholders, particularly civil society actors, must ensure that steps are taken to pass laws that are just and desirable and include detailed guidelines for sanctions.
General Recommendations
The following interventions are recommended to foster a continent-wide approach toward enhancing access to digital information and guaranteeing digital rights and digital justice:
· Mobilisation of change agents for digital justice across the civil spaces in Africa with specific mandates to deliver an agenda for improved access to digital information, enlightenment on digital rights, and demands for digital justice to which African countries, governments, and leaders would be held accountable.
· Subregional and regional digital justice mechanisms for Africa to promote shared experiences and learning, and deployment of useful lessons.
· Subregional and regional legal frameworks for enforcement, compliance, accountability, and transparency on digital access and digital justice in Africa.
· Intensification of advocacy for the right of grassroot communities to digital access to improve internet penetration in Africa and fast-track socio-economic development and sustainable growth. 
· Focus on addressing the digital gender divide and other gaps relating to limitations or inadequacies of knowledge and skills of women and girls in the digital sector.
· A regional platform to foster integration and cooperation on legislative interventions promoting digital access, freedom, and justice in Africa.
· Coordination of media intervention on digital information to foster knowledge and participation in the quest for improved internet access, freedom, responsibility, and justice across the continent. 
· Periodic appraisals and reports on policies and legislation concerning digital access, freedom, and justice to benchmark best practices, showcase laudable interventions, identify gaps, draw useful lessons, and demand action. 
· Engagement with African professionals, experts, and investors in the ICT sector on digital access and freedom so as to foster understanding and cooperation. 
· Engagement with telecommunications operators and internet service providers to address the challenge of connectivity and associated impediments to internet access and utilisation in Africa.
· Demand for independent data protection agencies and membership associations with active engagement from civil society actors, academics, and other critical stakeholders.
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